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A TN |NIP DIFBLOT7 4 — F Ny 72 OBREZR T T2z 2 L ICKH | We appreciate the development of the IP and the opportunity to give
aXvh |95, feedback on it.
ALEk X N NEO ST I AR E 2 v, — 77 T, Bz efEsk oAl | We think the description is generally acceptable. However, when
FEMT BRI, R 7 2 —[BE oMESL, £V YV — X% &% | implementing new measures and structures, insurance sector-specific issues,
e ZNZ ORI, REAREFICOWTHFETE, the situation of each individual insurer including resources, and feasibility
should be taken into consideration.
¥, AL —vaF LYV vy RICET I 2R D B
RTIE 7L, BB D=9, TAIS TOMGHMRILZ RIRSHICHT L T | In addition, as discussions regarding a core solution to the operational
HBEHILHWZ & 20, resilience issue are ongoing, we would like the IAIS to share the discussion
details with insurers, as appropriate.
it DO RV 2T 2 5L, [FA4NN—KEIZ XV T I v 7DJADY | Given the context, we believe that "Cyber attacks grew with the spread of the
55 EedicinL ] ot T4 N—KE&Z v T Iy 7 DJA2 Y % | pandemic” should be revised to "Cyber attacks grew with the spread of the
CNIHES TEEEF O L & I L | WEIEL 727728 X\ & # | pandemic and the accompanying widespread adoption of remote working”.
25,
APLATRAPDOYFVAIKEL, VA7 IXEHLHREEEDIRILIC | Regarding stress testing scenarios, as risks can vary significantly according to
FoTKRELELRZEEZOND 20, iz 7V A3l 4 DRI | jurisdiction and insurer, detailed scenarios should be tailored to individual
KEHDLETERETE, circumstances.
X7 34 ZD7=®, 2 XHEF, 72 oMY F U AiE, U A7 252 fR | As such, we propose that the second sentence be revised as follows:
fRAtEIC X o CRE S B B iR T, fl 4 DIREEtEDIRILICIE | Detailed scenarios for testing should be developed to suit each individual
CCHREINDIARE, I/ FHEINF Yy 72 BIET 5720 Di#Y] | insurer's situation, given that risks vary widely according to jurisdiction and
B0 =Ty THREREIRETH S, ] LELLTILE S v, insurer. It should also be accompanied by appropriate follow-up investment
to remedy identified gaps.
<5 37 X7 32 IKBWT, | EERRSHEFAERZ R o & & 1T AEAICHARE | In Paragraph 32, it is stated that “While each individual member of the Board

TE LS, kSt fEattotr~rL—v aF Ly ) v Ric

or Senior Management should not reasonably be expected to have expertise

1
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- 7 wﬁ SIS (IAIS) [fMe 7 2 — B 3 AL —> 3 F ALY ) Ty 2P| ICHF 2GRS
FBE 5 2 DUTERAT O LAE PRI R B 21T 5 729 D +4) | in operational risk management, Boards collectively should possess adequate
BHGE, AF¥ v, BBErESGNICAEL AT iE e b, | & EC# | knowledge, skills, and experience to provide constructive oversight to Senior
INTwsrZehrn, XY 1o [ EREER] 3HIFRS Management who make decisions that have consequences on an insurer’s
operational resilience.” Therefore, "senior management" in the first bullet
point should be deleted.
BIENB B EUEL RIEHRICT 72 2T 2813, REREStE~D > | Access to various types of information, including potential threats, should be
%7 38 AT LRE, AfMEER L. T RBEARE 2T BERD 2, well coordinated in advance, taking into account the system impact and
potential burden on the insurer.
BHRAEBICL > TERRRTL YV Z VR EZED L T EIFEET It is important to enhance industry-wide resilience through information
o —ITTC, BHMILHICH T2 o T, RIESIEIC & > TEE R A & 72 | sharing. At the same time, however, information sharing should be limited to
5 40 LXK 9, HICKHERHFICE £ X IFRNIZ/E &2\, F 72, | whatis truly necessary to avoid an excessive burden on insurers. In addition,
BB Y R o 1 Rt ﬁ&ii)f: 5T, ZDOREWER+/PICERE IS | the necessity of information sharing among supervisors should be fully
RETH Y, HFHILARFIC T appropriate safeguards 238 X 4172 9 z | considered, and information should be shared carefully with appropriate
THEHEICHEIN I NE, safeguards applied.
74 —7 LB L T, BET 2561, RSO EH M &AL I When holding the forum, consideration should be given to the operational
K& vk ), FEDHELSINE OFE., EHILAICEH T | conditions of each insurer in terms of implementation procedures (e.g.,
T 42 DEALFEOMR., BRI TR EXBLEOER., F L o 2 EMEETEIT | frequency, participant selection, ensuring anonymity in information sharing,
FARBR AL D FEBIRILIC D FLIE 7272 & 72\, and defining cases that should be shared) so as not to impose an excessive
workload on insurers.
AR —vaFrL P )y RICEERH 2 2HIBONKIL, NFKFE | Regardless of the discloser (e.g., insurer or regulator) or the content (e.g.,
(REEEtEC Y /) CHE (R TH RIS TD) 1ICBb 53, H 4 | weaknesses or response status), it is not desirable to widely publicize matters
N—WBE~D e v MDD 2790, JEL —MRICNFET 5 Z LI | that could affect operational resilience, as this could lead cyber attackers
%743 LI LR, 2070, BEELFIMEESHE2 O DG % NFE T 5% | obtaining clues. Therefore, if supervisory authorities publicize reports from
Tk, LECREICOWTHE L, appropriate safeguards ## D 5 Z | an insurer, they should carefully consider the above effects and apply

‘lﬁiﬂ:“%?‘él\ﬁo

appropriate safeguards.
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k. BE YRRt ICEE 2 ko 25681t SRIRSthic e o C
WEAAHE RO AVWES, B M\Eﬁﬁﬂl LD XY EE N
V= AR

KT oA —vaFrL Yy vy XIP] K3 2 HRIGRES
When supervisory authorities request reports from insurers, consideration
should be given to limit the scope of such reports to what is truly necessary so

as not to impose an excessive burden on insurers.

BB Y R RS U ISR 2 255 2 83, x o HZ2M
fEic L, fRERSHEIC L o GRELRAHIC R b 2 Wv X ) ICBE I3 72
PE %2 KB T272 & T,

When supervisory authorities request information disclosure from insurers,
we request that they clarify the purpose, and ensure that the scope is

reasonable so as not to impose an excessive burden on insurers.

SkEmI NS L IFATH Y, MRS 2, —7 T 2 DA IC

7 ZD7H, BHEHOXIE, [ —vaFrrL vl v RicBid 255 | Therefore, we propose that the first sentence be revised as follows:
oM AICBEL T BEE YR LT D X 5 k4 Gz L2 15 | With respect to supervisory frameworks on operational resilience, supervisors
HHEIFCINET 2 2R TE S, LIEIELTIEE D 2 may collect a range of information, to the extent necessary but within reason,

including:

[ a v v SR ] ICDoWT, ERFHMLL TW/272 & 72\, | We would appreciate clarification of the "general consensus" definition. In
JFHGRIC B W CDa v v R 2R L, EEh ENGEMHEGFEMIC E % | addition, we would like to confirm that it refers to a consensus of principles
MAGRZ QEEICEB W2 DT AR WE & 2R L 72w, iR 2 5% | and does not refer to a detailed discussion on comprehensive guidelines for
BOTZVL—LT =0 A XV ABHFE - AR I TV B2, 34 5— | implementation and other measures. Although several frameworks and

<547 LYY v RIS TEE OMETIE R Wiz, RIRETE YR T | guidelines have been developed and published by various organizations, cyber
FRETIC B W0 TR A O RS ERF 1cxt 3° 2 74 K 7 4 v #i | resilience is not an issue unique to insurers. Therefore, it is desirable for
fill & A2 R LEE 2 B L oD, RESHEA OFREIC A D | insurance supervisors to maintain consistency and avoid the duplication of
HTHEL D o TIHBA[REL T%, guidelines and regulations that have already been developed for (non-
insurer) financial institutions, while allowing for discretionary adjustments
according to the specific needs of individual insurers.

[ AEINTAFHERNTT + 7 — F vy ¥ v Z e+ 1T Bi¥E | [tis stated that "widely agreed, standardised, forward-looking metrics are not

5 48 INTVRWI EXRHFE] Lo T2, B L W4 =% | fully developed", but we believe that it is quite difficult to evaluate a rapidly
WA LC 8] CEHMlis 22 & 13k 0L WweE 2 %, fREEDRF | changing cyber-attack with “metrics”. Even if effort is devoted to the
I N ZENATH, RITEEEbN D, development of metrics, they are unlikely to be effective.

<5 49 R Lo (Fric, 94 =LY ) v 207 R M EFEOHBARE) | As it would be beneficial, we hope that supervisory coordination (especially

mutual recognition of cyber resilience testing requirements) will be discussed

3




SONPO

--'-..

Ko TRBAEHOAHEPBEICREL LR VLS KT ILEDLDH
%,

TREREEE # E RS (TAIS) [fRBRe 7 X —icBIF 24 —vaFfrL v ) vy X IP] IChit3 2R IBRES

in the future. At the same time, it is necessary to ensure that the framework

does not place an excessive burden on insurers.

RIRZER CIRIFT 2 v AT L OFFEIZSIBICHED . Y R 715 U 7xd
RKeT I LBET LD, A it Tld e RS
ZOHE - HIRICBEF2IAN—4 VTV P REBDOL Vs L HE
JBICAND D, REESHEHEEC T X P ARICET 2 RE% - TGt
W3 232 &ERABTRE,

B, Shoxr=2Y) v r7ofEME L CdRBEESICH 2 REE %
KOBEI5BT7T 70 —F2EELTWBEIDOTIEANWI & 2iERL 7~
Uy

Since the characteristics of systems maintained within the insurance industry
vary widely and it is desirable to take measures according to risks, it is
recommended that insurers have discretion in planning the frequency and
content of testing, taking into account not only cyber resilience but also the
impact of cyber incidents on the insurer and the jurisdiction where the cyber

incident occurs.

In addition, we would like to confirm that the future direction of monitoring

does not envision an approach that requires insurers to report in detail.

BBV - R T X—2FfHL w256, [+ v 34 MR
DFEMIE, F=FV — R LRRTDEEO RSP H=FY - R
DHHEICL > TRITFTANONR T —ARDH LI L2 ERETNET
Hb, TTIBTFOLNTWD [EBEEDI 4 N~ OFEIIH L %
THIRTH 2 Z & BHERL 721,

If third-party service providers are to be used, consideration should be given
to the fact that the implementation of "on-site inspections” may not be
acceptable in some cases due to the contract between third-party service
providers and insurers, or the various regulations of the third-party service.
We would like to confirm that the "supervisory cyber assurance methods"

listed here are examples only.

ERR R TR X PN - PRS2 C iR o Z L ICRET 5, — T,
fie 7 2 —icBnWT, 747 —F Ay X v I/ RfflE 280 L V4 <D
1RGSR - ER I N GA T | RIESERES O Rtk 2 & & B
ICZbhnwledbtnEILLND, Lo, fie s X —CH¥ - EX
INERZIEERIC O W TR, REESEFIC B W T Ik - iRl X
N5 EBMETH S,

— RN HHATRE R4S E LCh T o T w3 [RIHE] icowTi,
HRAEMELROTFEAPH L WA N BoWE T 2. BANRER
TaeZADA XA =T Bbhm,

We agree that quantitative metrics are helpful in assessing parts of an
insurer’s cyber resilience framework, and in understanding inherent and
residual risk, maturity of risk management frameworks, and identification of
potential concentration risk. On the other hand, even if more metrics
including forward-looking ones are developed and defined in other sectors, it
is quite possible that they may not be appropriate for quantitative metrics due
Therefore,

developed in other sectors should be thoroughly scrutinized by the insurance

to insurance-specific characteristics. quantitative metrics

industry.
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As for availability, which is generally given as an available indicator, we do not
have a specific image of the calculation process, given the nature of cyber-

attacks, where the probability of occurrence is difficult to predict.

K-+ 7 ¥ 2 v -Resourcing cyber expertise- (ZEE Y5 & L CHMH 7%
AFNEFED (N VY — X OMERPHETH 5 2 L 2B ~72d DT
HBLRHL T D,

B R A F A ZRD ) Y — RIS 2 TR % LB 2 22 TY
bR D) Y —RFERICEN LT B L 25 TH D, »¥7 57 ICiLH
DH— 24 F —EBEFRIMHOE 2 iconTid (ARINTHEH D%k
DTEFNHEMKIT) BE LR GA, IS 2 TAIS OfE [ This means
that supervisory authorities and insurers are competing for skilled staff
and intensifying the difficulty for authorities to attract and retain
specialists. ] I3ZEFRIC X 202 Y Vv — A AR OfEE G 2 L Tn»
LX0ICHREEEZBZRBITHY, IRV =T 4 v 7 TH270, HIkR
R D,

HLLIE. AMIconwTiE, £ Chv 7 X2 —IcBWTKRIBICAH R, MR
TEHZEDRREEL o TVEZLICHEL, YFEHRREHEDITA
MEMRT 2 ZEDPHLWETE,

We recognize that this section, Resourcing cyber expertise, is a statement of
the difficulty that regulators are having in securing professionally skilled

(human) resources.

As the demand for specialized skilled resources exceeds the supply for shared
resources, both regulators and the industry are focusing their efforts on
securing such resources. While we do not object to the Carnegie Endowment
for International Peace's view described in Paragraph 57, we propose deleting
the TAIS’s interpretation: This means that supervisory authorities and
insurers are competing for skilled staff and intensifying the difficulty for
authorities to attract and retain specialists, as it could mislead interested
parties into believing that industry initiatives are causing the resource

shortage problem.

Or, it should be stated that there are significant shortages in all sectors, and
that it is difficult for supervisory authorities and insurers alike to secure

appropriate human resources.

7797 FOEHA® COVID-19 DNy F 2y ZThHELZY E—F 7 —
7 OEINC X Y, BHREREICBEL TV E— 7 728D R &, &
AT LBEBSRILL T2, 2D X9 e, 4 DfRBEEtICk > T
WIIF R 2 92, BRERE I, T 27— 2ofE2 i+
ZFAFAE - PEOHERZERT 2758 ARRE L IZE RS+
2V TANELRADBH L7 —RICHFELLETH 5,

With use of the cloud and the increase in remote working facilitated by the
pandemic, the system environment is diversifying, and remote access is also
advancing with respect to the development environment. Under these
circumstances, although the situation may differ among individual insurers,
it is necessary to consider cases in which the development environment has a

different level of security measures than the production environment (e.g.,
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- (RIRE I EIHH (ATS) [t 2 —1CB0 A <L—v a3 ALY ) 2y 2 IP) (T 5 BURHLTS
7o, RS F 2V 7 4 WKL O E R % MET 3 2B D% | prioritizing  the convenience of development speed based on the
FThh B X O, BHOEBENNICIE U AN D P L v K E | characteristics of retained data).
ERTERTT O NKTERH e EOF R R 2 Z & v,
In addition, we would like to receive information on trends in technical
countermeasures, as well as guidelines on countermeasures that are
positioned as important to respond to the latest threat trends, so that insurers
can utilize them as a reference when making investment plans to strengthen
security measures.
ﬂ%ﬁﬁﬁﬁﬁ X BEMEREL K — P CEE YH & OEERIINGEZ &% | We would like to receive information on useful best practices in each country,
%7 60 HWUT, FEOFERAERR LT 7 77 4 R BEHIGIwIER 7272 % 7= | as appropriate, through various research reports by external experts and
W, constructive dialogues with supervisory authorities.
2 Ky WesgEZwiiciz, 77y P 74— 2420, Web 77V 7 — | In the second bullet point, vulnerability assessments include platform
avVghi. A= b7 3 v T 7V —va VEWERDH Y . ZLZ N | assessments, web application assessments, and smartphone application
Wit RO EAe 20T, EL XALTEHEHL TH RBwp & B, 72, L | assessments. Given that each has a different diagnostic target, we believe it
RELAAMCZ S0 FRglid B0, BEFICX 22Wd 5 i, Eﬁ:l’\]f“ would be acceptable to describe them at the overview level. In addition, there
CSPM Y — L %FHL, 277 FDvF 2l 7 4 30E Z R are also cloud-based vulnerability assessments, which can be performed by a
ZebbdHb, ATH 27 77 FRIHICK 294N —Y X7 @iﬁﬂ[{ IZ-2 | third party or in-house using tools such as CSPM to check security settings in
WCEHEHAD 2 DT, W2 DHEHE Tt Th Rk BE, the cloud. Since this IP also describes the increase in cyber risk due to the use
5 61 of cloud computing, it would be acceptable to mention it in one of the
3AHRY [BEY{~DI7aL D7 —2fE] IOV T, #i—3 41 | sections.
727 A==y FCOWEL T D L CHBOLMROER IO,

56FY Ly FF—L7RFzREStic—Hicko 30Tldzl,
EEURS Y AT LAORHEICS U 2R ED T, [V F ) AR—2D
FANM] (4 KY) hELHAAbETHEMTE L E2HERL, Eiio
BEICOWTIIRIR AL HMWT T2 Z L BB IND DD L HfEL
726

Regarding "reporting of micro-level data to a supervisory authority” in the
third bullet point, reporting in a uniform format will help to get a complete

picture of the threat.

In the fifth and sixth bullet points, we understand that instead of uniformly

requiring insurers to conduct Red Team Tests, it is recommended that
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supervisors establish criteria based on the characteristics of the system and
combine it with "Scenario-Based Tests", and that it is acceptable for insurers

to decide whether or not to conduct such testing.

[BEEAITY—v 2] & [EFhYV 7] TOVWTERITE LT
72& 72\,

FEF TN X —OREZRE A, RSt OEEL L TRRED
FE=HT oA X frh e I 2Bt dFE AL 260, B
ERClbiET 5 2 & RIRBATOMREZELR VWG,

(/2]
Eh Y R71ICO0TE N7 63 ICEEH#HEZH Y 325, UTDX ) HRFA

We would appreciate clarification of the "important IT services" and

"concentration risks" definition.

Given the number of third-party service providers, an insurer's practice may
be to concentrate on certain third-party service providers. A uniform

avoidance of concentration could undermine the efficiency of insurers.

(Notes)

Concentration risk is described in Paragraph 63, but we believe there is still

FEZHT oA F il frh e I 2Bzt dFEZL 20, b
—RcEEE S 5 2 & IR OMEN R BL WG S,

N7 62 v MICCHHIECO RS D 5 L BT T, room for clarification on the following points:
ATELoC [P b EZ 00, £ EOREOEFEZRNRL LT
E 2500 (FlziX, e LoERLREoER, FE ECHEA 7 & |- What is considered to be "concentration" and to what degree of
b, BDEFERLEL YY) TV —BRELFEHETCHENIEI NNy 7T v concentration (e.g., at least for sales and profits, if the business requires
TEOWRIZEL LI 25 (B hnweEZLNET), resiliency due to social demands, we believe that the company will have
DX RTIEEF R E T LD, no choice but to take extensive measures, including use of a backup
Ry X —ay 7 A v EREP DR CEGEOXIGIZE )T 5D, plan.).
£ - What kind of outsourced operations are covered?
- What will be done in the event of a vendor lock-in or other situations
where no alternative is available?
[EHY X7 | COWTERITEL T E 0, We would appreciate clarification of the "concentration risks" definition.
X763 | BEET AN XD ELRE 2. RESEOFERE L L TIZFFED | Given the number of third-party service providers, an insurer's practice may

be to concentrate on certain third-party service providers. Avoiding uniform

concentration could undermine the efficiency of insurers.
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B Lo AL REICBT 2 MEHC H 72 o Tid, MY 2 7 DL

When discussing the supervisory framework and practices, coordination with

FEZHT oA Xl frh e I 2Bt dEZLL A0, b
—RcEEE S 5 2 & IR OMEN R BL WG S,

7o & oEEED R I 2 ER D B, geopolitical risk initiatives should also be considered.
(R (R LEBOEOBEEYREF =FH I — X 7 a4 X —¢ |In addition to coordination between the insurance industry and supervisory
DIECOWmINIM A, BIFPMZER L OFED LELFEZON D, authorities in several countries and third-party service providers,
5 65 coordination with governments and other industries may also be necessary.
¥, Bl 2 EBEERT. HBEEN Y X2 S EET 2081 DH 5,
Furthermore, geopolitical risks need to be considered in the tense
international situation.
(R ) 27 3ThBIcE T 2 5s L RBEEORNA»HAE L 5 2 5% | We note that "---as concentration risks frequently arise from a lack of
WOT, REHIXIZDOY X7 OB IC BTS2 881 23R 5 31T | competition and substitutability in the market, insurers may have limited
WAAREM D D B, | & DRIl % take note, capability to address the nature of this risk in isolation".
SRR & L CHOMERFERICEE NG % KD T, Ratse3 X6 T | There are cases where a financial institution requires a high level of response
E, D LAEISICIG LT — AR H 5 Z &5, il 2 [4Fl | from an outsourcing company, but the company is unable or unwilling to meet
<5 67 PRI D —E DR % Zit T 2 56 IC O BERKR O RILHE | & v o7z | the request. As such, it is considered that establishing “minimum required
DDEED D WIFTERLNAVTEET ST & T, Kiteo/ki#E% K E | measure standards when undertaking certain tasks for a financial institution”,
FieohRdenEzLLND, for example, at the national or industry level would help raise the level of
outsourced services.
FEHY—CREMHATLIe0A) v P EELZD AT, Rkt
7 2 =D&l s 2 — L L T, B oF Y — v RO RMFIC | Itis necessary to consider working with the non-insurance financial sector to
X3 2 BIH O HIE O % 21 AT 2 B D B, encourage the development of regulations for third-party service providers,
taking into account the benefits of using third-party services.
[EHY R | COWTERITE L T0ZEE 0, We would appreciate clarification of the "concentration risks" definition.
X768 | BEFET AN X —DRELRE 2. RESEOFERE L L TIZFFE D | Given the number of third-party service providers, an insurer's practice may

be to concentrate on certain third-party service providers. Avoiding uniform

concentration could undermine the efficiency of insurers.
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X767 TilhR7zE B Y R 7 X =721 THRHALT E BRI TR,
ZDRH, FEFEF—CREFHT LAY vy FFFELZD 2
T, it 7 2 —DiS gt 7 2 —, BT, 3R e b FHH% - EiE
LT, FEFY — v 2oRMF KT 2 o KE O % 201 & st
TOLREDRD 5,

2, AT TBRERINTVE LB, FEDOMRREIL 5 I1F, R
Nt 7L =Y =D X IR AT L - TrERICEHLT, Yo
third-party service provider ZEH L T3 ER A kv, 2D X9 7%
FC, BBELYREAMIZIEIc07 7Y FEEFOY - RIIEREY =7
BHY, oy F—%fHT s 2RELTIEL W] & EEIER-
RETHZLEABPRELED L LICARLD TR VD,

TREREEE # E RS (TAIS) [fRBRe 7 X —icBIF 24 —vaFfrL v ) vy X IP] IChit3 2R IBRES

As described in Paragraph 67, this is not a problem that can be addressed by
the insurance sector alone. Therefore, it is necessary to consider coordinating
with other areas of the financial sector, governments, and other industries to
encourage development of third-party service provider regulations, while

taking into account the benefits of using such third-party services.

In addition, as described in Paragraph 73, it is impossible for a particular
insurer to know which third-party service provider is being used by other
players in the industry, nor for what systems and processes. In such a
situation, we believe that it may distort the competitive environment if the
supervisory authority instructs or recommends, for example, "Consider using
another vendor in conjunction with this cloud provider's service due to

aggregation risk”.

[HEh ) 227 | ITOWTEESTE LTz E 0,

FEZHT oA X —DBECE 2, Rt oEEL L TIRED
FEHT oA Z i frh e I 2B e dFEZLL AN, Bh e
—RCEEE S 5 2 & IR Ao BL W E S,

We would appreciate clarification of the "concentration risks" definition.

Given the number of third-party service providers, an insurer's practice may
be to concentrate on certain third-party service providers. Avoiding uniform

concentration could undermine the efficiency of insurers.

[the supervisory authority's ability ... is further limited ] 12\ C, B
BLUROTHETE 2 EN O BRENTH 5 LF TS X5 ITH
¥ %5, sub-section 3.4 TH[E2F Kk23dH % X 51, IT third party
service provider D THRIC Y TV FHEE R EIZ, YEFEEEDOH
BR—=F = IR —%HL T 2560850720, T TH 24
t1 & 13572 2 jurisdiction ICFTTEL T\ 72 D FDOHE T, FRE DRSS
DR CRE A RUT T T L IZHE L WIrBICH 5720 [ islimited as
well] ITEXT 22 L%RET 5,

As for "the supervisory authority’s ability to directly monitor and manage the
resilience of services provided to insurers is further limited" could be read as
stating that the supervisory authority's ability to exercise influence is more
limited. However, as mentioned several times in Sub-Section 3.4, certain
insurers are not in a position to influence IT third-party service providers,
especially cloud providers, on their own due to circumstances such as the
provider having more bargaining power or being located in a different
jurisdiction than the user company. Therefore, we propose the following

revision:
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“---the supervisory authority’s ability to directly monitor and manage the

resilience of services provided to insurers is limited as well.”.

MEDEELCENO—BHIZEECTH 5, BaTThOERLLITEHHIE.
MG EOEE - IEHZFEICER & BN 2 15HM H LR E - Bikryic 3t
BWiziZ & 720y,

Consistency of reporting definitions and requirements is important. If there
is any information, such as drafts under consideration or prior cases, that may
be helpful to keep in mind and utilize in response, we would appreciate early

and active sharing.

RERZESEH DRt E N IR 2 & .
/ multi-vendor approach and exit / portability strategies” DM I3 HEH
ICRRET S 2 DD B,

”the adoption of multi-cloud

The adoption of the multi-cloud / multi-vendor approach and exit /
portability strategies should be carefully considered, including the unique

characteristics of the insurance industry and cost effectiveness.

X 7 v =
v 3.5

- XD BCP icbBWTld, #ENFET LY V-2 (AN, & - e
. IT, %) ICEHLCBCP 2EfHL T EXHdH D, V/—2R
R=Z2DBCP T34 v+ 7 v McBbHF, BIELZY Vv —RHfIT
M ZICHARETH H . LY Y = v b G ifFC & %,

- S (WSKRRICHERR RT3 2 3675 DN & [RIZEHS & ffEFr - kit
TE/-DICHERY) Y —A%AMEICT S i, BCM 2D TWw< 5
ZCHEEALRHETCHL, VV—RF, b2/ (URTLEED)
RS 3, AN RO FHEMFE D &0, D X ) ickit+ 2 $E
Db,

*BCM O REZMRIE A v o T v P REBICIRT 2L, VY =22
SYELE 1L B A REME R IG S O BRI AR T 55 % 48 < nIREME A B 2 72
D, FTEA VTV FDBEFICE X 58 % . BCM O A TGS
TOMEND L, BEfFD BCP ZHEH L T TBENERH 2 L& 2
5, BCM o fiifl 0Lk % Mt 3 2 561k, EHOEAEICOWTH
ERLTWEEE 20,

Next-generation BCPs may focus on the resources (e.g., human,
equipment/facilities, and IT) that can be damaged. In a resource-based BCP,
general responses can be taken for each damaged resource, regardless of the

incident, and resilient responses can be expected.

In order to promote BCM, it is crucial to clarify the contents of important
operations that must be maintained and continued in the event of a disaster,
and the resources required to maintain and continue these operations.
Resources should not be limited to human resources and commodities
(including systems), but should also include the business continuity of

outsourcing partners, which should be considered without omission.

Expanding the scope of BCM to a wide range of incidents and operations may
result in the dispersion of resources, and lower prioritization of response
matters. Therefore, it is necessary to first consider the impact of an incident
on operations within the framework of BCM. It is considered more effective
to apply the existing BCP mutatis mutandis, and if the scope of BCM is to be

expanded, the difficulty of feasibility should also be taken into consideration.
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"consider BCM in the context of their critical operations and all key
internal/external dependencies (including third parties” BCPs)" & (.
BARMICED L) BNERD D, 722 OBRICOTHIEICL Tl
Ly,

It is stated that "consider BCM in the context of their critical operations and
all key internal/external dependencies (including third parties' BCPs)". We

would appreciate clarification on the specifics and effectiveness of this.

BB s i, SEA L 22, BRI thic B 5 BCM oG4
ICET 2720, WHIFRRME VL2722 720,

We would like to request that the supervisory authorities provide us with their
findings as appropriate, as they will contribute to BCM considerations at each

mnsurer.

BCM., A =L —vaF AL YY) Ty RIMEREHIC LV RAZ -0,
FREZ 5T 2, RS OHEBECHEENICEITI DDOTH S Z L& &
L7z,

¥ 7o, REESALIC B T 2 97 EERE O Z LI Z T, tha kA4 7Y
v MR BT L o052 LicX o T, RRALA RS 3
Pidh - =203 %&b s Litic, EVRARETALHAERLIERLDOH
D, FEAERSEHEZWZ THWAR I LI EETE,

Since BCM and operational resilience differ from one insurer to another, we
would like to confirm that various measures are to be taken at the discretion

of insurers based on the actual situation.

It should also be noted that in addition to changes in the work environment
of insurers, society as a whole is shifting to a hybrid work environment, which
is changing the products and services offered by insurers, as well as the
business model itself. Indeed, the entire business is undergoing a

transformation.

BWHREE OO OPFED AN =X L2 AT 256 b &0, HICHE
I IERICIUE LIRMAtic e o TR AL AV X S FR W2 E
Vo HIRILEICH 2o TR, 2 DLEED T IcE RS W, £ A
IC 1% appropriate safeguards 25@ M X 7z 9 2 CHEEICERILA 23E
INszRELEZ D,

Even if existing mechanisms for information sharing are used, consideration
should be given to limit the scope to truly necessary information and to avoid
excessive burdens on insurers. We believe that information sharing should be
conducted carefully, with sufficient consideration given to the necessity of

information sharing, and appropriate safeguards applied.

ARV —=vaFrLy )y RICBEET 3 ERCHEBORAEPSER
THBHILRIHELRVE, BRET 2INIERESC Y 2 7 2B % 2 00E -
R IG 2 R D b, ERPHFEDORBEIEZ M 2 MUY Al 4 I K]
EPFTESLLIFEELS AL, WENLERZGERE 5END
H5, fiRke LTRERNICEZIAE ST 2800 H 5 LEZ 5,

Given that the changing environment and associated risks require swift and
proper responses, spending too much time on efforts to harmonize definitions
and terminology is undesirable and may lead to rigid interpretations. As a
result, we believe this could become an obstacle to swift responses.

Rather, we believe that it would be more beneficial from the perspective of

swift and proper responses to align insurers, supervisors, and the insurance
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- 7 (RIRE I EIHH (ATS) [t 2 —1CB0 A <L—v a3 ALY ) 2y 2 IP) (T 5 BURHLTS
ENEVD, AL =2 aFf ALYV IV REED LI L DOMEMC | sector as a whole in recognizing the necessity and significance of enhancing
BRI BEYR., S OISR 7 2 -2 TRk % &b+ | operational resilience.
522N, HuE - NERNCOBRTIIL VAR THLLEEZ D,

Therefore, we propose that Paragraph 93 be revised as follows:
MEXD N7 No93 WU TD XS IEXT 52 L 2RET 2,

In order to promote information sharing among insurers, supervisory
RiEE ., BB 4R, & D ICh Rt 7 2 — 2R COEHILE % fiddE 3 | authorities, and more broadly across the whole insurance sector, it would be
27:01CF, AL —vat ALY VTV REED I LOMBENP | beneficial to align perceptions on the need for and significance of enhancing
BRIOVWTHE#BEADELZLBERTHA I, operational resilience.

X795 | REEDRRE Y FICH A N—A v F Y P ETZAH L — a3 T | Although insurer approaches to escalating cyber incidents to supervisory
27 7u—F3, FSB D% SE I3 T 508, KEDORE+£ 7 X — | authorities will be informed by the work of the FSB, it should be flexible
DFFICHICTE 5 X 5 ML FF- 85X E, enough to accommodate the circumstances of the insurance sector in each

country.

X7 96 RN D FHEMRICIR S 3§ KRR R REttic e o Th < F v & | We believe that a multi-vendor strategy should take into account the
—HIG I X P EEPRES 2 RETEEZERTINELEZ D, possibility of higher cost burdens, not only for small and medium-sized

entities, but also for large insurers.
o, A== N4 F =L T3 BB T EmMICET 2 1HHREE
faiz LiconTlE, HRREICE T 2 5B O EHMRETEFICE T % 72 | In order to contribute to each insurer’s future policy discussions, we would
B, EEEERRME WA & 20, appreciate information on supervisory practices and methodologies, as
appropriate.
HH 1 CERM : 56 4 BICEHE S - B TE o AH 1 2 B ERZ 1c DT, | While all of the stated descriptions are important, the situation in each

BRRD 20 ? L OESNEN & BhET 2 3HEZ AL

R ENAHBIRENDEETH Y, T2, FEICBT 2R £ S
BI2EE IT T 7+ Y — ZADKEFEIC S HIRAED B 2 (—fRAVICTEK
%K75>¥£%)) 7o, —EUCEESEIERL 2 R 5 T L ILEYI Tk R < A
BEHEEDS B 5 7z [ARFIAT CHRET S 2 2 L8 & L v, BESEIERLZ D

country differs (e.g., there are regional differences in the degree of

dependence on IT outsourcing (generally active in Europe and the US)).

Therefore, it is not appropriate to set priorities, but rather to consider them

concurrently, taking into account their interconnectedness. When

prioritizing, please make sure that there is consensus among the parties
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concerned based on the impact on the project and its usefulness, and that it

is acceptable.

HIH 2

(R ffpar 7 2—DA =L —vaFrLd ) oy 2Bl <. %k
TAIS 2SEEFAICHL D fHE ATREME DS 0 . KA & 2 — « R— X —THFE
INTWRVIBINN R RS D 25 ?)

SHORLTILL 2V 7 74 FREZITILD & LMY X7 b4
RL—yaVICEEEE 5255 -0FEBLETH DL, HBIAEY X7
R 7 2 =B E S F, RIAWER L EEE L WG 8SHET
HY., THARIPZED 2 B SACEEON-

ilﬁﬂ

Geopolitical risks, such as Russia's recent invasion of Ukraine, could affect
operations. It should be noted that geopolitical risks are not limited to the
insurance sector and must be addressed in cooperation with a wide range of

industries, and that such situations change on a daily basis.

B3

(&R 2 TAIS 2’ ER A2 A -1t 2 RiEL, A =L —v a3t
PIVIVRADI IV AR—Y %y —ERZAMNT T 75 4 AT 3R
(e 2 72D DIHEHRAINEST 2 2 LIz R34, ST 258
2H 255 7?)

e 7 2 —DA 2L —vaF ALV vy xrigfbsa-=0IC,
IAIS 28 EE L o TRAMTF 777 4 ROERIE S L UOXFHEEZT 2
ek, s 2 —2ficBTFsL YY) v RELICENR B LEZ
b, HL, FEOEEPCE LIS TSR ELR 27— 2D IE X
N57-0, &HE - KR - RSt OEE 25 2 L ToSEHERDONL
B cHEINI oY L EZ S,

TERIEEICER L Tid, SRS tic > GEERAHE AL R VWE Y B
CM\%&T—ﬂ WKL EDDBEIEBERNEE 0, T2, BEEYREO
BEWREFICHTeoTE, ZOREWERTDICERINDERETH Y,

appropriate safeguards 258 X 1172 9 2 CHEHEICHEF I N L E,

Information sharing and dialogue on best practices led by the IAIS would help
to strengthen the resilience of the whole insurance sector. However, since it
is assumed that there will be cases where responses will differ depending on
the customs and culture of each country, it would be appropriate to share, as
a reference, when examining the operations of each country, industry, and

insurer.

When collecting information, we request that consideration be given to
limiting the data to what is truly necessary so as not to impose an excessive
burden on insurers. In addition, the necessity of information sharing among
supervisory authorities should be fully considered, and information should be

shared carefully, with appropriate safeguards applied.
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